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An employee’s bite-sized guide 
to GDPR and Cyber Security

In 2018 the General Data Protection Regulation (GDPR) came into force across Europe, with 
the aim of ensuring the safety of people’s personal information. Despite the UK having left 
the European Union in 2020, the principles of the GDPR have been adopted in UK law so it 
is still very relevant whether your business processes UK citizen data or both UK and EU 
citizen data. 

Over the years the way we process and share data has rapidly changed as technology 
and digital processes are becoming more and more prevalent. The GDPR helps give people 
more control over their data and places stricter responsibilities on organisations to keep 
personal data safe and be accountable for its use. Without this our data would be more 
accessible with little or no protection, causing improper use and an increase in things like 
identity fraud, spam, illegal sharing of data and scams.

Cyber security goes hand-in-hand with GDPR, as it forms part of an organisation’s 
information security measures. It concerns the protection of personal data from loss, theft, 
or any kind of unauthorised access via a company’s computers, networks or programs as a 
result of cyber crime.

Increased remote working means that organisations have to work even harder to remain 
GDPR compliant and ensure effective cyber security measures are in place to protect 
themselves from costly fines and data breaches. You may be wondering why this is 
relevant to you, but here’s why it’s an important topic that needs to be understood by 
every employee in a company...

Security breaches and fines can cost organisations thousands of pounds. In fact each 
year, around half of all UK businesses have at least one security breach. Any organisation 
can be at risk, whether they are large or small, and all employees play a vital role in 
protecting data. In fact, it is often those employees working with customers and suppliers 
who will first be aware of any potential breach and can raise concern to allow the 
situation to be handled immediately and limit further damage. It isn’t 
a case of pointing blame but ensuring appropriate investigations can 
be made and using it as a chance to learn and improve.  

Put yourself in the shoes of a customer to really understand why 
data protection matters. No one wants to disclose more data than 
necessary or feel their data is not being held securely. By following 
the correct procedures you can help your business earn trust and 
attract even more customers. 

There are many safeguards to keep data secure, so make sure you understand which 

Why is it important for employees to understand data protection 
and cyber security measures?
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are applicable to your role to develop your understanding of data protection from a 
practical level. For example, employees should keep a clear desk and store any documents 
in a lockable drawer, shred any unnecessary hard copies of data, lock computers when 
away from your desk, do not write down passwords, encrypt sensitive emails, and delete 
unnecessary data. A large percentage of security breaches result from a lack of staff 
awareness and the only way to deal with this is to ensure that you 
complete any required training to recognise and deal with dangers.

What can you do to ensure you understand data protection and 
cyber security threats within your workplace?

Read and understand your organisation’s Data Protection Policy. Ask your line 
manager anything you are unsure about in the policy. 

Understand what data you handle in your role and how to keep it safe.

Read your organisation’s Cyber Security Policy and understand how cyber 
security plays a part in keeping data safe.

Complete any required GDPR and Cyber Security training.

Report any data breaches or concerns to your line manager / IT department 
or relevant company contact. It’s important to raise any concerns as early as 
possible to limit damage. 

Follow any measures your organisation has in place for processing/storing/
deleting data both online and offline (in the workplace or remotely).

Employee Actions:

Types of Cyber Crime
Cyber security tips from our web & support team
Information Commissioner’s Office
How to stay GDPR compliant when working from home

Further information:

http://ihasco.co.uk/
https://ihasco.co.uk/uploads/resources/Types_of_Cyber_Crime.pdf
https://www.youtube.com/watch?v=avdafPE-jxU
https://ico.org.uk/
https://www.ihasco.co.uk/blog/entry/2792/gdpr-compliance-when-working-from-home
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